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Air-Gapped Agent Swarms: Multi-Agent Workflows for Chemical & Raw Material Procurement

In manufacturing operations, procurement is not a single transaction-it is an intricate multi-stage verification
cycle. When purchasing active pharmaceutical ingredients (APIs), excipients, food-grade additives, or custom
packaging, the procurement team must satisfy three distinct masters simultaneously:

• Supply Chain Operations: Meeting lead-time windows and safety-stock thresholds defined by Master
Production Schedules (MPS).

• Quality Assurance & Regulatory: Verifying vendor audit statuses, allergen declarations, heavy metal testing
limits, and ISO/cGMP certifications.

• Finance & Treasury: Enforcing purchase order approval matrices, hedging contract terms, and
reconciliations against dynamic spot price indices.

Deploying a single monolithic "chatbot" to handle this complexity inevitably leads to hallucinated quantities,
overlooked compliance expirations, and integration failures.

Instead, we design orchestrated swarms of specialized, tool-using agents running locally within the enterprise
perimeter.

---

1. Deconstructing the Procurement Swarm

Rather than asking one generic model to perform five jobs, our system partitions responsibility across
dedicated, single-purpose agents:

Raw Material Request (MRP Trigger)

|

v

+----------------------------+

| Orchestrator Agent (Lead) |

+--------------+-------------+

|

+----------------------------+----------------------------+
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| | |

v v v

+-------------------+ +-------------------+ +-------------------+

| Vendor Audit & | | Specification & | | Price Variance & |

| Qualification Agt | | CoA Matcher Agent | | Contract Agent |

+---------+---------+ +---------+---------+ +---------+---------+

| | |

| - Validates Vendor Certs | - Compares Lot CoA to USP | - Checks Master Agreement

| - Checks Audit Expiration | - Checks Impurity Limits | - Flag MOQ & Volume Tier

| - Queries Quality DB | - Flags Test Deviations | - Formulates ERP PO Draft

| | |

+----------------------------+----------------------------+

|

v

+----------------------------+

| Human-in-the-Loop Gate |

| (Procurement Director Sign)|

+--------------+-------------+

|
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v

ERP Commitment (SAP / NetSuite)

• Vendor Qualification Agent: Queries internal ERP and quality management systems (QMS) to verify
whether the vendor is on the Approved Supplier List (ASL). If a supplier's biennial audit has expired, the
agent automatically blocks requisition creation and drafts an audit renewal request.

• Specification & CoA Matcher Agent: Ingests incoming batch Certificates of Analysis from prospective
suppliers. Using spatial document extraction, it compares assay percentages, moisture content,
micro-organism counts, and residual solvent levels against internal Finished Product Specifications (FPS).

• Price Variance Agent: Evaluates proposed price structures against master service agreements, historical
volume discount tiers, and active commodity benchmark feeds stored locally.

---

2. Tool Use Inside Air-Gapped Networks

Cloud-based agent frameworks rely on public webhooks and remote API bridges. In an air-gapped facility,
agents cannot call external software-as-a-service endpoints.

We equip local models with hardened, schema-validated internal tools:

• Read-Only SQL Connectors: Parameterized database queries directly against replica instances of SAP,
Oracle EBS, Microsoft Dynamics, or bespoke internal MES systems.

• Strict JSON-RPC Function Interfaces: Tool definitions are strictly type-checked using Zod/JSON-Schema. If
an agent attempts to execute an invalid function signature or omit a required parameter, the runtime traps
the invocation before database execution.

• Air-Gapped Sandbox Execution: Code-generating agents execute calculation scripts inside ephemeral,
non-networked Linux cgroups, eliminating lateral movement risks.

---

3. Human Governance: Zero Autonomous Financial Commitments

We do not believe in autonomous AI spending enterprise capital without human sign-off.

The swarm conducts 95% of the legwork-document parsing, specification cross-referencing, variance reporting,
and PO draft assembly. Once complete, the system presents an executive decision brief to the Procurement
Director.

With a single review of the linked evidence, the director signs the cryptographically signed release token,
committing the transaction to the ERP. What previously required 14 hours of manual cross-referencing is
compressed into 90 seconds of high-confidence executive oversight.
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